HARNESSING ~
CYBER-TECHNOLOGY’S
— HUMAN POTENTIAL —

BY LIEUTENANT COLONEL (P) PATRICK DUGGAN

Is the U.S. military fully harnessing the power of Cyber-technology for its human
potential in conflict? Are strategists thinking differently about innovating technology
for shaping the human aspects of military operations’ versus developing technology
for technology’s sake? These are important questions to ponder in today’s hyper-con-
nected landscape. Successfully deterring or waging conflict in Cyberspace will require
fresh ideas about human-technology innovation and new concepts to fuse fractured
military capability. Using live-streaming technology as just one example, this article
argues that the German military’s inability to envision live-videos human potential
in the 1930s coupled with Russia’s modern day mastery of information-warfare video
tactics, provides insightful lessons about military innovation at the nexus of human
and Cyber. Capturing those lessons, a new concept like “swarm-stream” teams could
employ aggressive offensive strategies like micro-targeting, disinformation attack and
Cyber-smash mouth tactics to break an adversary’s human-tech information advantage. If
successfully developed, “swarm-stream” teams provide a prototype for unconventional think-
ing and offer strategic opportunities for tamping down conflict with humans in Cyberspace.

The Conflict-Cyberspace-Human Connection

Conflict has and always will be a human enterprise. Conflict is a clash of human wills
driven by passions like hatred, enmity, and fear, and is a struggle that begins and ends in
the minds of men.? While the human nature of conflict is timeless, conflict’s characteristics
frequently change. Cyberspace is the latest characteristic to change and is fast becoming the
dominant arena where human conflicts play out. Fortunately for humans, Cyberspace is not
simply a technical abstraction or man-made domain unto itself. Instead, Cyberspace is a do-
main of human practice involving the actions and decisions of humans.’ Cyberspace extends
and reflects human actions, attitudes, behaviors, and decisions, and is rapidly becoming
the preferred venue for how humans engage one another on a daily basis. Technologies like
social media, virtual clouds, and smart devices have hyper-enabled human engagement and
ushered in “a new paradigm shift in communication where everyone in the world practi-
cally has the capability to talk with everyone else simultaneously.”* As the proliferation of
increasingly advanced and inexpensive Cyber-technology continues, so too does the notion
of “many to many” communication, allowing any consumer of information to also become a
producer.” The 2015 U.S. National Military Strategy describes a global information environ-
ment where individuals have access “to more information than entire governments once
b N\ . possessed” and “can swiftly organize and act on what they learn, sometimes leading to vio-
R« lent change” These complex webs of information connect humans to one another, humans
to machines, and humans to the world, while providing a simultaneous, multidirectional,
and information-rich domain of human practice. In short, Cyberspace is teeming with
boundless human potential for the U.S. military to harness in future conflict.

12  Special Warfare



1930s Germany

The act of video live-streaming is not
new. Cellular and wireless technology are
just recent improvements to the first public
video-telephone service dating back to 1936
Germany.” Between 1936-1939 the Ger-
man Reichspost, or National Post Office, laid
coaxial cables linking Berlin to Nuremberg,
Munich, and Hamburg providing the first
public video-telephone service.? Ground-
breaking for its time, the Reichspost built
special booths, known as Gegensehn-Fern-
sprechanlage or visual telephone system,’
each outfitted with eight-inch monitors’
capable of capturing video images up to 180
pixels'’ an inch at 25 frames per second.”
This is respectable technology consider-
ing transmission limitations of the day and
as compared to the modern-day iPhone 6
which captures 441 pixels per inch at up
to 60 frames per second.” The Reichspost
had plans to expand the service'” across
Germany and other foreign cities but was
preempted by World War II and voices ad-
vocating for other communication mediums
of the time. In military circles, television
was aggressively pursued for miniaturiza-
tion in traditional military tasks like, visual
guidance systems for bombs and rockets,
remote controls, and air reconnaissance.”” By
the end of the war and despite catastrophic
German losses, Allied intelligence reported
on one German factory doggedly developing
the technology, “producing 300 miniature
cameras a month...for the still-experimental
television missile guidance program.”’® Deal-
ing another blow to early video-telephone
innovation, the Nazi Minister of Propa-
ganda, Joseph Goebbels, threw his ministry’s
weight behind developing televisions, where
he preferred them to be built large in public
settings where the general audience was be-
lieved to be more susceptible to propaganda
and persuasion.’”” So in the end, the German
war machine forewent early video-telephone
innovation and instead repurposed its cables
for more staid telegraph and broadcast tele-
vision technologies.’®

Lessons learned

Although the Germans were arguably
overcome by the events and resource deci-
sions of World War Two, the possibilities
for early video-telephone’s human focused

VISUAL TELEPHONE SYSTEM in 1936, Dr. Georg Schubert, an engineer working for the German post
office, developed the world’s first public video telephone service and called it the Gegebsehn-Fern-
sprechanlage. The Museum of Public Relations.

innovation are valuable to consider.

Since the Germans made the connection
between innovating television technology for
traditional targeting and air reconnaissance,
could the Germans have made an eventual
connection between miniaturizing portable
video-telephones and military espionage,
unconventional warfare, and support to co-
vert or clandestine actions? Considering the
Germans had plans to expand their larger
static video-telephone service abroad, could
the Germans have innovated portable desk-
sized versions for more human-intensive
activities? The Germans could have har-
nessed portable video-phones to pass human
intelligence, coordinate surrogate and proxy
actions, direct guerrilla warfare networks,
and a gamut of disruption and sabotage
activities that would have benefitted from
real-time visual transmission. Real-time
video transmission of maps, coordinates,
pictures, and added face to face context
would have certainly enhanced strategic
military options.

Secondly, since the Germans made the
connection between employing television,
movie, and radio for mass-propaganda,
would they have made an eventual connec-
tion for using video-telephones as a person-
alized delivery means for propaganda? Con-

sidering the Germans had plans to expand
their video-telephone service abroad, would
the psychological impact of communication
over video to select individuals have made it
more compelling versus its delivery by radio
or telephone?

Regardless of “what ifs” or whether min-
iaturized portable video-telephones would
have even mattered on the whole, the key
lesson for modern-day strategists is that,
today, in a hyper-connected landscape filled
with Cyber-technology and smart devices,
strategists possess an advantage World War
IT Germans did not...time. Today, U.S.
military strategists have the time to think
differently and explore new ways to exploit
human dynamics with a growing zoo of
technologies...and today, countries like Rus-
sia are doing just that.

Russia in Eastern Ukraine

As recently witnessed in Eastern
Ukraine, Russia’s views on conflict have
evolved over the last two decades, spurring
the military innovation to be successful.

In Spring 2014, Russia infiltrated small
teams of unmarked Spetznaz, or Special
Forces, across the Ukrainian border to
seize government buildings and weapons
armories, and then turn them over to
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pro-Russian separatist militias.’® Testifying
before the Senate Armed Service Commit-
tee, former Secretary of State Madeleine
Albright decried Russia’s actions asserting
Russia had “fundamentally changed secu-
rity calculations on the continent — and
marked the first time since World War II
that European borders have been altered
by force”?” While Russia’s choreographed
information warfare campaign was pow-
ered by small SOF teams and local militias
on the ground, it was virtually promoted
by Russian funded “troll armies” posting
pro-Russian and anti-Ukrainian comments
on social media, blogs, and news sites.”!
Russia bankrolled a “$19 million dollar
budget to employ 600 people whose daily
tasks included commenting on 50 news
articles, managing six Facebook accounts
with three posts a day, managing 10 Twit-
ter accounts, and tweeting 50 times a day.”
At the national level, the Kremlin surged
the budget of their state controlled news,
Russia Today (RT), to over $300 million in
2014 with plans to increase by 41% in the
future.” Russia masterfully orchestrated
propaganda efforts like dubious on the
ground “exclusive-videos,” Cyber trolls,
and state run media and comprehensively
exploited Russian ethnicity, language, his-
tory, values, culture, and identities to frac-
ture Ukrainian populations. The Russians
vertically integrated Cyber-disinformation
to systematically exploit human nature,
resulting in the successful invasion of the
Ukraine without the West firing a shot.

“The Russian view of information war is
notably broader than any Western concep-
tion”?* The Russian military interlaces two
components, the information-technical for
exploiting Cyber technologies and the in-
formation psychological for exploiting the
battle of human wills.”” The Russian evolu-
tion of information warfare theory has been
poignantly captured in Recasting Redstar
by Timothy L. Thomas of the U.S. Foreign
Military Studies Office, who chronicles
Russia’s aggressive military reforms since
the Soviet Union’s demise. The author cites
several prominent Russian strategists and
military experts who have called for broad
and comprehensive reforms to sharpen
Russia’s information and influence capabili-
ties against perceived Western aggression.
In particular, Dr. Igor Panarin, the head

2

of the Institute for Political and Military
Analysis Center of Military Forecasting and
Russian Information Warfare, proposes a
number of organizational, institutional, and
training reforms to sharpen Russia’s infor-
mation warfare capabilities, including the
development of new stand-alone “Informa-
tion Special Forces”?® These information
Special Forces would execute contingency
planning, preparation, and possible actions

( TROLL ARMY 1
A state-sponsored team
of commentators, using

false identities, that
participate in blogs,
internet forums and
social media to promote
propaganda with the
intention of swaying
opinion, undermining
dissident communities
or changing the
perception of what is
L the dominant view. J

for influencing human nature under spe-
cific situations.?” Similar proposals describe
special information troops as composite
teams composed of expert operators, com-
munication personnel, journalists, writers,
translators, web designers, and hackers that
would leverage state and military media to
wage information warfare.”

Even the Russian Chief of the General
Staff, Valery Gerasimov, in 2013 openly
corroborated Russia’s thoughts on effective
modern-day conflict as “a game-changing
new generation of warfare whose strategic
value would exceed the “power of force of
weapons in their effectiveness”” As the se-

nior ranking officer in the Russian military,
General Gerasimov called for the use of
SOF, internal opposition, and informational
actions, devices, and means to nullify enemy
advantages and create a permanent operat-
ing front through the entire territory of an
enemy state.”” In other words, Russia care-
fully choreographs Cyber-disinformation
“between the states of war and peace™’ to
exploit human tensions. As a result, Russia
succeeded in the occupation of a signature
partner-nation of the European Union
without sparking any meaningful Western
military response.

Lessons learned

Russia’s military actions in Eastern
Ukraine should not have surprised anyone,
as their perspective on conflict was portend-
ed. “The Internet and social media are seen
by Russian theorists as key game-changers in
the weaponization of information.”*? Russia
horizontally integrated the functions of SOF,
information warfare, and Cyber in a manner
that was deliberately designed to fracture
Ukrainian populations. Russia methodi-
cally targeted Ukrainian human dynamics
to drive wedges between social, ethnic,
linguistic, and identity differences between
Eastern and Western Ukrainian populations.
Furthermore, Russia’s evolution of military
writing clearly suggest that they have re-
structured key military functions into com-
posite teams at the tactical level composed of
SOF, information warfare practitioners, and
Cyber-technicians.

The second lesson is that Russia also ver-
tically integrated all levels of state sponsored
propaganda, often using video promulgated
by Cyber. Russia kept its adversaries off bal-
ance with a persistent deluge of decentral-
ized but vertically reinforcing propaganda.
“The aim of this new propaganda is not
to convince or persuade, but to keep the
viewer hooked and distracted, passive and
paranoid, rather than agitated to action.”
Russia used contrived and fabricated videos
employing “techniques of psychological
conditioning designed to excite extreme
emotions of aggression and hatred in the
viewer.*! Fast moving videos depicting
violence and horrific scenes accompanied by
alarming music is a form of neurolinguistics
programming that can leave individuals
open to suggestion.”
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In summary, Russia succeeded in hori-
zontally integrating key military functions at
the same time they vertically integrated its
state run propaganda; often, Russia person-
alized the psychological experience with
targeted video propaganda.

Swarm Stream teams

During a Senate Armed Services Tes-
timony in spring 2015, the USSOCOM
Commander, Gen. Joseph Votel, cited
Russia as “adept at avoiding conventional
military responses while advancing their
interests through a combination of coercion,
targeted violence, and exploitation of local
issues...and is systematically undermining
neighboring governments and complicat-
ing international responses to its aggressive
actions.””* Gen. Votel called for new thinking
on unconventional strategies to leverage
the unrealized potential of Cyberspace,
including the development of proficiency
in social media to recruit humans to causes
and the cultivation of decentralized and
participatory human networks.” In short,
it is senior officer recognition that it takes
unconventional Cyber-strategies to defeat
unconventional Cyber-strategies, and that
the U.S. must innovate Cyber-technology for
its human potential to deter or wage tomor-
row’s conflict.

Live-stream technology is just one of
many technologies that can be innovated in
an unconventional manner and should be
considered in the portfolio of strategic deter-
rents. However, to innovate, the U.S. military
must think beyond just using live-video for
mission command. Today’s countless video-
telecommunication conferences between
units, commanders, and staffs is something
even a transplanted World War II-era Ger-
man officer would recognize. Instead, the
U.S. military should consider the concept of
“swarm-stream” teams, whose real-world, re-
al-time, human-intensive mission would be
threat oriented. These teams would aggres-
sively feed viral-video across Cyberspace.
Similar to the Russians, the teams would
focus on exploiting the human aspects of a
given situation, but with the goal of break-
ing their opponent’s messages, mediums, or
monopoly of propaganda. The teams would
actively counter, undermine, and attack
an opponent’s message using new tactics
of their own and would be the conceptual

fusing of SOF, Cyber, 10, and psychological
operations functions into a truly new Cyber-
unconventional capability.

Tactics

Disinformation attack: Swarm-stream
teams would employ offensive disinforma-
tion attack to aggressively take down or
”3% an adversary’s forged videos, blogs,
websites, and social media sites. A cadre

“dox

( SWARM STREAM )
TEAMS

A threat-oriented team
of people aggressively
feeding viral-video
across cyberspace with
the goal of breaking
their opponents
messages, mediums
or monopoly of
propaganda to actively
counter, undermine
and attack an
L opponent’s message. J

of “counter-propaganda experts...would
pick apart what might be called all the news
unfit to print”* and digitally map and track
an adversary’s larger propaganda network.
Once the teams illuminate an adversary’s
false information network, they could
either employ low grade Cyber-tools to
destroy it in private or could publicly blow
the network’s cover, revealing true identi-
ties and associations. Live-video would be a
key tool for not just shaming the adversary,
but his networks and influencers who made
and disseminated them.”

Another disinformation attack tactic is to
flood select areas with smart mobile devices

and technology. This would give civilians
and partners the ability to wage a powerfully
effective native and organic form of disinfor-
mation attack. Civilians and partners could
video, photo, upload, and wage their own
crowd-sourced, disaggregated video battles
against an adversary. Any geo-tagged data
would also serve as the foundation for build-
ing nonstandard domains for future options.

The last disinformation tactic is for
teams to support select proxy and surrogate
efforts to execute low grade Cyber-attacks
against adversary websites, social media, and
content generators by using less advanced
customizable source codes according to
specific situations.

Micro-targeting: Swarm-stream teams
would employ micro-targeting, which
involves the “identification and surgi-
cal engagement of specific individuals for
either kinetic or non-kinetic means”*
Teams would penetrate and data-mine
information relating to individuals to better
understand what actions would have the
desired effect for a given individual, as well
as locate a given individual with precision.”
Non-kinetic micro-targeting for individu-
als would leverage multi-disciplined pools
of information focused on teasing out any
human dynamics to discover an individuals
video-based vulnerabilities. Micro-targeting
at the tactical level would employ mobile ap-
plications, analytic tools, and smart technol-
ogy for the diffusion of timely information
into viral-video fed Cyber-streams.

Cyber-smash mouth: Finally, swarm-
stream teams would employ unconventional
Cyber-smash mouth tactics, which colloqui-
ally, “takes the gloves off” in a variety of areas.
Teams could build and employ surrogate,
internally sourced, or outsourced commu-
nities of practice that attack an adversary’s
messages in native language with spam and
viral-video with the intent of fragmenting
polarized identities. As messages and video
are repeatedly viewed and forwarded across
an adversary’s network, the intent is to cause
shame, demoralize, and traumatize leader-
ship into taking psychologically impaired
actions. The team would attempt to under-
mine an adversary’s credibility, influence, and
power to the point of leadership neutralizing
themselves, as well as, encourage adversaries
to turn on their own members in search of
“moles” and “traitors”
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Conclusion

Conflict remains a violent struggle
amongst and between people that is only
getting more complex. The U.S. military
must update its mindset about technology
innovation if it hopes to harness Cyber-
space’s vast human potential for future
conflict. Creating strategic opportunities

may require the consolidation of fractured
capabilities across the disparate functions
of SOF, information warfare, psychological
operations, and Cyber into new elements
like “swarm-stream” teams, which are but
one prototype of future human-tech in-
novation. As witnessed by Russia’s recent
actions, successfully waging or deterring

conflict will require mastering the human-
aspects of Cyberspace. SW
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